BHUMAHMUE!!

NHCTPYKLOUA
no
IKCNOPTY cepTruduKaTa B paia
dopmara DER (.cer).

A. Yoeaurech, 4TO y Bac Ha KomnbTepe ycraHoBaeHo Kpunrollpo.

b. Yoequrecn, uro Kpunrollpo HacTpoeHo BepHo.

B. Ilpu ucmoJib30BaHMM B KavecTBe KJIIOYeBBIX Hocuteneir eToken miam Rutoken
YCTAHOBJIEHO COOTBETCTBYIOIIME ApaiiBepa u Moayau nomaepkku 1ias Kpunrollpo.

I Y6eaurech, 4YTO KJIIOYEeBbIe KOHTEHHEpPbI M CEPTHPHUKATHI

npocmarpusawTcs yepe3 Kpunrollpo.

Iopsinok BBITPY3KH:

1. 3amyctute Kpunrtollpo CSP. lns storo mepeiinute B «IlaHenb YmnpaBjieHUsi» u
3anmyctute Kpunrtollpo 1BOHHBIM IIETYKOM JIEBOM KHONKHM MBIIIM 110 HKOHKE

«Kpunrollpo CSP

3.6 3amycKk TporpaMMbl TakX€ MOXXHO  BBHITIOJIHUTH

KOPPEKTHO

|||E o (puc.1). Ins cuactiuBbix obmamateneit Kpunrollpo
3allycK  4epes
«Ilyck»=>dIporpammpi»=> «Kpunrto-Ilpo»=> «Kpunrtollpo CSP»(puc.2).

- Nanenb ynpasnenvs =1o1x|
®arin  Opaeka Bua  Msbpannoe  Cepenc  Crpaeka ‘ ﬂ'
J Hazaa - d e ? /.- ) Mavek MarkH | =Ky x ?
Aapec; ID‘ MNaHENE YNpasnEHHA j a Mepexoa,
Mra = |KDMMBHTapHﬁ |

"“EABTDM&TMHS:KDB...E HacTpoFika Windows AnA SETOMATHHECKOA YCTAHOE, .,
4@ AAMPHMCTMPOE, ., HACTPOFKAE NapaMeTpoE yNPAENEHHSA 3TOM KOMMNBH, .,
@! BpaHamaysp Win... HacTpofika GpaHaMayspa Windows
~# AaTa n BpEMA ¥CTAHOBKE AaThl, BOEMEHH H YACOEOrD NOACA ANA 3.,
B e v ayannyr... HACTOORAKS SEYKOBO CONPOBMIHAEHHA CHOTEMHEL ..
BB Mrpoetie yoTpoi...  foBaEneHie, vASNEHWE W HACTPORKE NapPaMETROE ..
2 i SEMATYPEI, HAMPHMER, ...
' "EKpMnToHpo 5P CeoficTea KpunTalpa CSP
‘E";Mac'rep Becnpos, .. HacTporka BecnpoB0AHOH CETH ANA ADMA MK odca,
“ul MaCTEp HACTPOM, . 3anyCk MacTepa HAcTpOFkN CeTh
) Meiwe HarTpoRka NapaMeTpoE MK, HANPHMED, HAZHAYE, ..
) HazsHaueHHEIE 3a..,  PACMIMCAHHE ABTOMATHUECKH 3aMYCKAEMBIX 3AaHIIH
MNaHenk 33434 M ... HacTpofika meHk "Tlyok" W NaHenM 33434, HaNpHME. . .
A TIpHHTEPE! M Akl OTORRANKAST YHE YETAHOBNEHHEIE NPHHTERE M Ak, ..
4 Peur MzMEHEHHE NapaMeTPOE NPEofpas0BaHHA TEKCTA B ..\
B CeoficTea ofinsp... M3MEHEHHE N3PaMETPOE DTOBPAMEHHA Ha JEPAHE H ...
| CeoficTea nanku HacTpokika oTofpaxerna nanok v dafinos, conocT...
& Cerernim noakn...  TOAKIOMAEET K ADYTHM KOMMBHOTEREM, CETAM M W..,
4dckeTema MpOCMOTR CERARHWA 0 YOTAHOENEHHOR CHOTEME M L.\
Sy CkaHepb! M Kameps!  AOBIBNAST, YAGNAET H HACTDAHBAET CKAHEDE! M UM, ..
CreuanbHbie Bo... HarTpoMka ceuransHer BOSHOMHOCTER ANA NONbS. ..
LTenedJoH WMoger  HacTpofica npaen Habopa HOMEPE W MHeIX NaPaMeT. ..
L) YETAHOBKE M YA, YCTSHOEKE MM Y A3NEHHE MPOTPaMHM H KOMMOHEHTS, .
& veranoeka ofiop...  YCTAHOBKE H AHATHOCTHKS 060pY.A0B3HHA
&i ¥HETHBIE 38MKCK, .. MSMEHEHHE NAPAMETPOS H NAPONEH YHETHEIX JaMHC,,
W) Uertp ofiecriede...  HacTpoiika Ge30NacHOCTH M AGCTYN K N3paMETPam 3.,
[ Wprdel A0BAENEHHE W HEMEHEHHE WPKGTOE, YCTHOENEHH, .
% 3Kpan VizMEHEHHME BHELWHErD BHAA pafiodera cTona Windo..,
B 3nekTponuTanke  HacTpoRka NapaMeTpos SHEprocBEpeseHna Ana Ko, ..
@ Gzci v perviona,.. HacTpofika AsbIKOELIK NSPAMETPOE, MPEACTASAEHH. .

Puc.1
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2. B Kpunrollpo nepeitaute Ha Binanky «CepBuc» U HaxMmuTe KHONKY «IIpocMoTperh
cepTuuKaThl B KOHTeiiHepe...» (puc.3).

CeoicTEa: KpunTollpo CSP il

LonoaHuTEEHD I AArOpMTHEI I b Eez0nacHOCTE |

i~ K.OHTERHEpE! SakpETOrD Kaya
3TH MacTEpa NOSE0AAKT CKOMMPOEATE / YaankTe
ZAKPEMTBIA KA, HAXOLAWMACA B CYLLECTEYHLL SR
KOHTEHHEPE,

i LKONMpOBATE KOHTERHER. .. I Haanure KoHTElRHED. ..

— CEpTHEMEATE! B KOHTERHEPE 3aKPEMTOro KAKYa

3TOT MACTER NOSEOAAET NPOCMOTRETE M YCTSHOBHTE
CEPTHPUKATE, HEROAAWLMECS B CYLW ECTEYHILLER
KOHTEMHERE 3aKPETOrD KDY HA HOCHTENE,

( MpocoTPETE CERTUPUKATE B KOHTENHERE. . ]

 NTMYHEIR CEpTHgMEAT
3TOT MacTEp NOSEONAST CEAZATE CYLECTEYHIWMHE
CENTHRHEAT M3 Palina © Cyll BCTEYHILLM
KOHTEHHEPOM SaKPETOrD KA04a HA HOCHTENE,

YeTaHOEMTE AMUHBIN CEPTHEPMKET. . |

r MNaponu Ha HoCKTENAX SaKPETEN KAOYeE
3TH MacTepa NPEAHAZHAYEHE! 017 MSMMEHEHMA
OYMCTHEM SanorHeHHeR naponed [MHH-konoe] ooctuna
K HOCHT 27 58K PbThl EAYE.

[LECTRITE /Y naponk... | Haanume 3anomHeHHEIE Naponu... |

QK | OtreHa | [ prreHMTE |

Puc.3

3. B oTkpriBIIEMCS OKHE HOXMHTE KHOTMIKY «030p>» HanmpoTuB noisi «MMsl KJIH04eBOro
KOHTeiiHepa» (puc.4).



CepTudMKaThl B KOHTEHHEPE 3aKPLITOrD KAHOYa x|

KoHTEefHEp 3aKpLITOro KmoYa
BEEQMTE MAM YLaHMTE KOHTERHEP 3aKPEMOro KAYE 409 NPOCHoTpa g

CERTHPHEATOE B 3TOM KOHTERHEDS

Hra kniovesoro KoHTERHEPS:

|| Oazop...
BEEAEHHOE MMA 3E333ET KAKYEEDH KOHTERHER: Mo cepTuduraTy... |

{* Monbsoearens
" Komnewkrepa

Brigepure C5F ana noMcka koyesss KOHTERHEPOE:
Crypta-Pra GOST R 34.10-2001 Cryptographic Service Provider j

¢ Hazan | Hanee s | OtreHa I
Puc.4

4. B yKka3aHHOM CIIMCKE BBIOEpUTE MMS KIIIOUYEBOIO KOHTEHHEpa Ha BalleM HOCUTENE H
HaOXMHUTE KHONIKY «OK» (puc.5).

BHMMAHMUE!

A. Wms KIII04ueBOTO KOHTEifHEpa MOXKET OBITh NMpPOHU3BOJIbHBIM. CKOpee BCEero — 3TO
OyZeT yHUKaIbHbIH OYKBEHHO-IIU(PPOBOI HIEHTU(PUKATOP.

b. Ha xaxmoM HocuTele MOI'YT HOPUCYTCTBOBATH HECKOJBLKO KOHTEWHEPOB.
OnpenenuTh, KakoOi W3 HUX COACPKUT HEOOXOAMMBIA HaM CepTH(HUKAT, BO3MOKHO
UCKJIFOUUTEIIEHO METOJIOM Tepedopa 1 MPOCMOTpPa COACPKUMOTO (cepTrudukara).

B.

Echu 6 kauecmege Knioueeo20 Hocumensa ucnonbiyemcsa Ouckemd — TOrAa B I0JIE
«CyHTBIBATEJb>» HEOOXOIMMO UCKATh KOHTEHHEPHI, paCOI0KECHHbBIE HAa CUUTHIBATEIIE
«JIluckoBoa A» (Kak mpaBusio. Ho MoryT bITh M Apyrue OYKBbI ISl TUCKOBO/IA).

Eciu ¢ xauecmee Kaouegozo Hocumens ucnoaviyemcs €10ken - torma B mose
«CUHTBIBATEJIb»  HEOOXOMUMO  HCKAaTh  KOHTCHHEPHI, PACIOJOXKCHHBIC  Ha
cunthiBaTelsix «AKS ifdh 0» uwmn «AKS ifdh 1».

Ecnu ¢ kauecmee knrwoueeozo nocumens _ucnoavzyemca Rutoken - torma B moie
«CUHTBIBATEJIb»  HEOOXOMUMO  HCKAaTh  KOHTCHHEPHI, PACHOJOXKCHHBIC  Ha
cuntsBateisix «Active Co. ruToken 0», «Active Co. ruToken l>um «Active Co.
ruToken 2x».




KpunTtollpo CSP

0:09:25
BrIGop KNHOYEEOro KOHTERHERS
B cnMcke Nokaselgats:
% ApyWeCTEEHHBIE HMEHS {7 ¥HHMKANEHEIE HMEHA

CrMCoK KHYEBE!: KOHTERHEDOE NONES0EATENA!

CHMTEIEATENE | |AMA KOHTERHERS |

Aaksifdh 0 6b9345h6-e2bb-48eF-3535-ce 1dad2cad7s

Akky Co, ruToken 0 65334506 -4 1d; 75 copy

Auckoeod A 6b3345h6-e2bb-48ef-3535-ce 1da 2ca4?5_cu:||:|2

8] 4 I OTHERS
Puc.5

4

5. Tlocie atoro Bel OymeTe BO3BpalIeHBI B MPEIBIAYIIEE OKHO, TOJNBKO B moje «Mms
KJII0Y€eBOro KOHTeliHepa» OyeT MPUCyTCTBOBATh UMS BRIOPAHHOTO BaMH KOHTEHHepa
(puc.6). Haxxmure kHOMKY «/laiee».

CepTuhvKaTbl B KOHTEAHEPE 3aKPLITOr 0 KNHOYa x|
KoHTefiHep sakpuiroro Kmova
BEEAMTE MAM YEaKMTE KOHTENHED 38KPEMOra KAKYE 4059 NPOCkOTPa g
CEPTHPHKATOE B 3TOM KOHTEMHEPE

(jmn KKHEEOrD KOHT &HHERa:

IEb9345b5-e2bb-483f-9535-ce1 d3d2cad 7B copyl ] Ogsop... |
BEEAEHHOE MMA 38308ET KNKYEEDH KOHTEMAHED: Mo cepTUdukaTy... |

¢ Monkzoearena
" Komnewrepa

Britepure CSP anA noMcka KNDYEBk!s KOHTEHHEDOE:
Crppto-Pro GOST R 34.10-2001 Cryptographic Service Provider j

< Hazan OTreHa

Puc.6

6. Ilocme 3TOro OTKPOETCS OKHO, C JaHHBIMH O BIajeiblie ceptudukara (puc.7).
Ybenurech, uro cepruduUKaT B BHIODAaHHOM KOHTEHHEpE SBISAETCS HCKOMBIM
(mpoBeppre MO Biamenblia U CPOK JACHCTBHUSA CepTH(HKATA) M HAXMHTE KHOIKY
«CBoiicTBa».

B nmpotuBHOM citydae HaxxmuTe kHONIKY «Ha3zan» u mosropure 1m.m. 3-5mepedupas mo
ouepeu BCE KOHTEWHEPHI J0 HAX0XKACHUs TpeOyeMoro ceprudukara.



CepTHPHKET AnA NPOCMoOTpa
MPOCMOTPMTE M BEIGEPUTE CEPTHMpME ST

CepTudMKaThl B KOHTEHHEPE 3aKPLITOrD KAHOYa

=

(EEDT”‘WKE‘T: IFDngHDB Angpeit B nagHMHposmy

Cytreerr: |C=RU. L=Carr-Merepéypr. D=340 4O0CTOBEPAIWMA LEHTP, DU=
MocTawme: E=ag@nwude.ri, C=RU, L=5t.Petersburg, OU=AaruHucTpauwa, 0=340
TelicTBHTENEH C; E anpena 2009 r. 14:00:08

Defictesmenerpe: |6 anpena 2010 . 14:00:08

Cepuinoi nomepr | 3924 5012 D000 0000 6338

I < Ha=an

[oroEo | OrraeHa |

e—"onr—

Puc.7

7. B OTKpbIBIIEMCSI OKHE TIPOBEPHTE:

1) uTo 3HAYOK cepTU(HKATAa HE UMEET Ha CBOEM M300pa)KEHUH KEITHIX TPEYrOJIbHUKOB C
BOCKJIMIIATENbHBIM 3HAKOM BHYTPHU; KPACHBIX KPYI'OB C O€JIbIM KPECTUKOM,;

2) Ha3HAYCHHE CEPTUPHUKATA;

3) HaymuKe 3apBITOro KII0Ya, COOTBETCTBYIONIETO IJAHHOMY CepTH(UKATY.
U nepeianTe Ha BKIaaky «Ilyte ceprudukanum» (puc.8).

Ofwhe |CDCTaB My T CEpTHHHEALHH

Property Page Select Cert

2%

— -1 Ceepenun o cepTudukaTe

1

ToT cepTudvKaT NpegHazHaAYaeTCa ANa:
*3aWHWEET COOBLWEHMS 3NSKTPOHHOA NOYTEl

)

Kem Boigan: MWILDCSUES

AeficTerTened ¢ 06.04.2009 no 06

04,2010

Komy Bbigan:  [onyHOE AHApeR BnaguMuposid

(@ ECTE 3aKpBITHIF KDY, CODTEETCTEYHILWHA 3TOMY ceandJnKaTy.]

1
| ¥CTAHOBHMTE CEPTHIDHIEAT, .. | JAHENEHHE NOCTaEWLHES |

Puc.8

8. Ha Brmanke «lyrh cepTudukanum» mMpoBEPHTE,

YTO IeTNoYka CepTU(PUKaTOB

BBICTpAaMBaeTCsl BEpHO. A Takke craryc ceprudpukara (JomkeH OBbITh: «ITOT
cepTuduKAT JeiicTBUTENEH»). 3aTeM cieayeT nepeiTi Ha BKIaaKy «CocTaB».



Property Page Select Cert e |

DBLLHE My Te CEPTHRMHIALMH |

My Te CEPTHHRMIKALMH

NWLDCCAS
MWUDCSUBS

----- BB onyHoE AHADEH BENagMHHpoOEHd
y P P

[IPOCMOTRE CEPTHDMEATA

COCTOAHHE CEPTHPHEATE: N

3TOT CepTHDHKAT AEACTEMTENEH,

Puc.9

Ecnu nenovka cepTUdHKaTOB HE BBICTpaMBaeTcs (B IEMOYKE MPUCYTCTBYET TOJbKO 1
Balll CePTH(UKAT C KEATHIM TPEYTrOJIbHUKOM M BOCKIIHIIATSIHHBIM 3HAKOM BHYTPH),
BO3MOYKHO Yy Bac He YCTaHOBJICHbI KOPHEBBIE CEPTU(DHUKATHI HAILIETO yIOCTOBEPSIOIIETO
LIEHTpA.

Ecnu xakue-mu60 cepTU(HKAThI HE NCHCTBUTEIbHBI UIIH MOBPSKACHBI (KPAHHBIH KPYT
c OenmpIM KpPECTHKOM BHYTPHU) CIEyeT IEepeyCTAaHOBHTh KOPHEBBIC CEPTH(UKATHI.
Takke HACTOATEIbHO PEKOMEHAYeTCH IPOBEPUTh KOMIBIOTEDP HAa HaJIU4He
BHPYCOB.

9. Ha Bkiagke «CocraB» HaxxmuTe KHONKY «KonmupoBats B daiia» (puc.10).



Property Page Select Cert e |

Ofwpe COCTaE |I'IyTb CEPTHRHIALHH I

Mokazate:
Mone JHAHEHHE S
EBepcmq V3
[Elcepuiingii Homep 3924 9¢ 12 00 00 00 00 63 38
[Flanroprri noanmcd FOCT P 34,1434, 10-2001
[Flnocraswme HWUDCSUB3, 380 ¥10CTOB. .
E,ﬂ,eﬁn:TBnTeneH [ & anpenAa 2009 r, 14:00:03
E,ﬂ,eﬁtTBMTEJ‘IEH no 6 anpena 2010 r, 14:00:03
ECyEbEKT andreyg@nwodc.r, TonyHoE ...
[Florkpemei knwou FOCT P 34,10-2001 (512 Bits) |

CEOMCTES, ., | [EonnpoBaTb B dianin... |

Puc.10

10. B okHe macTepa dkcnopTa cepTuUKaToB HAXMUTE KHOIIKY «/lanee» (puc.11).

MacTep IKCcnopTa cepTyiMKaToB ﬂ

Bac npvBeTcTBYeT MacTep

i aKCrnopTa cepTrihrKaToB

STOT MACTER NOMOraET KOMMPOBATE CEPTHRHIATE,
COMCKK ADBEPHA M CMHMCKH OT3RIBa CEPTHOHKATOE M3
%PEHMAMLLA CEPTHIDMIEATOE Ha NOKaNEHEIA AMCE,

CEPTHOMEAT, EBIAAHHEIR LEHTROM CERTHEMEALMHH,
ABNAETCA NOATEEPHASHHEN BAWEH MHYHOCTH H
COAEPHMT HHPOPMALMID, HEODXOAHMYHD AN 3aWLHTEI
AAHHED: MK YCTEHOBNEHHA SELMILEHHEIX CETEERIX
NOAKMHHERMA, XPAHHIHWE CEPTHAMKATOE - 3T0
oBNacTe CHETEMEI, NPEAHESHAYEHHER AN XPAHEHHA
CENTHOHIKATOE,

ANA NpoACN¥EHHA HAMMHTE KHOMKY ' lange",

OTHEHA |

= Hazas

Puc.11

11. Beibepute nyHkT «HeT, He IKCIOPTHPOBATH 3aAKPBITHINH KJIKY» U HAXMUTE KHOIKY
«Jlanee» (puc.12).



MacTep IKCcnopTa cepTyiMKaToB ﬂ

IKCNOPTHPOBAHHWE 3aKPLITOrD KNHYa
Mo¥HO NPOHZEECTH IKCNOPT 3AKPRITOrD KNHHE BMECTE C CBDTHdJHKaTDM.

3aKPEITEIE KAHYM 3aWHWEHE! Naponem, ECAM Bel X0THTE NPOMSEECTH 3KCNOPT
S3KPEITOND KAHYE BMECTE C CEPTHHMKATOM, HEODX0AMMO YKA3ETE Napok B
MOCAEAYHILLM AMSNOrOBE!E OKHAX,

SKCMOPTHPOBATE 3aKPEITEIA KNKY BMECTE € CEPTHOMKATOM?

" Aa, IKCNOPTHROBATE SAKPLITEIA KM

((7 HeT, He 3KCNOPTHROEATE SAKPEITEIA Knroq?]

r
< Hazaa fanee = l OTMEHA

Puc.12

12.Bsibepute HEoOXomuMbIN (Gopmar (aiina (kak mpaBuio, TpeOyeTcs ceprudukar B
dopmare DER(.cer))u naxxmute kHONKy «Jlamee» (puc.13).

MacTep 3kcnopTa cepTudHKaToE il

PopMaTt 3KCNoOpTHpYemMoro gaina
CEpTHRHEATE! MOryT BbITh 3KCNOPTHPOEEHE! B DESMHYHED: hOPMATAEX,

BrifepuTe dopMat dakna cepTHhHKaTa:

F Paknkl & DER-KoaMpoBke ¥,509 (.CER)E]

' Dafine & Basefd-koanpoeke ¥.509 { CER)
" CranaapT Cryptographic Message Syntax - cepTrdmiaTsl PKCS #7 {.p7h)
| BrnaumTE M0 EOEMEMHEETH BEE CERTHMKATE B My Th CERTHHMKATS
) Dafin ofiveHa MHYHOMA MHhOEMaUHER - PRES #1210, PEL)
™| BrnioHHTE Mo BOSMOMHOCTH BEE CERTHEMEETE! B MY T CEpTHIHKATS
™| BrenroumTe yoHnedHy e salmTy. (Tpefyerca IE 5.0, MT 4.0 554 1y Bbiwe)

™| ¥nanHre sakpemsi EAHed NOCe YENewHerE SECEIepTa

< Hazan I fanee = I OTMEHA
LY
Puc.13

13. VkaxuTe ums Qaiina, B KOTOPbI Bbl XOTUTE COXpaHUTh cepTudukar. [lo ymomyanuio
ceprudurar Oymer coxpaneH B aupekTopun «C:\Documents and Settings\Hms
MOJIb30BaTes>». Eciu BBl XOTUTE COXpaHUTh (ailil B APYroe MECTo, CIeayeT HaKaTh

KHOTIKY «(030p» 1 BBIOpaTh APYyroe pasMmenieHue. 3aTeM HaxXMUTe KHOMKY «/lasee»
(puc.14).



MacTep IKCcnopTa cepTyiMKaToB ﬂ

WA dhadna akcnopTa
WEAMHTE MMA 3KCNOPTHRYEMoro dafing

1A dafina;

[onyHOE AHAPEA BNagHMHpoEHY Qhzop... |

< Hazaa fanee = l OTMEHA

Puc.14

14.B crnenyromeM oKHEe HAKMHUTE KHOTIKY «'oTOBO» (puc.15).

MacTep IKCcnopTa cepTyiMKaToB ﬂ

3aBepLUeHVe paboTbl MacTepa

i aKCrnopTa cepTrihrKaToB

PafioTa MacTepa 3KCNOPTa CEpTHRMEATORE YCNEWHD
S3EEPLIEHE,

BbINK YKa3aHb! CREAYHIWHE NapamMeETpRL

1A chafina CA\Dacuments
JKCNOPT KNHOHERA Het
BKAHOYMTE B My TE BCE cepTHKaTel HeT
hopraT hafnos afinel 6 DER-I

1| | i

—— |

Puc.15

15.B pesynbTare MOSBUTCH cOOOIIEHHE 00 ycrmemHoM 3kcrmopre ceprudukara (prc.16).
Haxwmure kHONKYy «OK».

MacTep IKCNOpTa CepT ﬂ

SECNOPT YENEWHD ELINOAHEH,

Puc.17

16.Tlo3apaBnsem. Ha stom skcrnopt ceprudukara B (aiin 3akonueH. Eciau Bam He Hano
AKCIIOPTUPOBATH JIPyrHe CepTU(UKATHI, MOXKETE 3aKPBITh BCE OTKPBITHIE OKHA
Kpunrollpo.



